BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc lap - Tw do - Hanh phuc

86: 1229/CATTT-NCSC Ha Ngi, ngay /0 thang 09nam 2021
V/v 16 hong bao mat CVE-2021-40444
trong Microsoft Windows

Kinh gui:
- Bon vi chuyén trach vé CNTT céc B9, co quan ngang B0,
co quan thudc Chinh phu;
- S& Thong tin va Truyén thong céc tinh, thanh phd truc
thudc Trung uong;
- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang
TMCP; Céc t6 chtc tai chinh;

- Hé thdng cac don vi chuyén trach vé an toan thong tin.

Ngay 7/9/2021 vira qua, Microsoft vira cong bd 16 hong bao mat CVE-
2021-40444 trong Microsoft Windows, anh hudng dén céc phién ban Windows
7/8/8.1RT/10, Windows Server 2008/2012/2016/2019/2022. L hong nay cd
diém CVSS: 8.8 (cao), cho phép dbi tuwong tin cong thuc thi mi tir xa trong
MSHTML. MSHTML la mot thanh phén cta hé diéu hanh duoc dung béi kha
nhiéu chuong trinh ctia Microsoft nhu: Microsoft Office, bao gom Word va
PowerPoint,....

Hién tai, 156 hong bao mat nay da c6 ma khai thac cong khai trén Internet,
c6 thé dung véi nhiéu kich ban tan cong vao ngudi ding khac nhau véi kha nang
thanh cong rat cao. Vi vy, Trung tdm Giam sat an toan khong gian mang qudc
gia (NCSC), Cuc An toan thong tin nhan thay murc d6 anh hudng cua 16 hong nay
kha 16n, co nguy co tan cong trén dién rong va la myc tiéu nham dén cua cac dbi

tugng tin cong mang c6 chu dich (APT).

Nhim dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi,
g6p phan bao dam bao an toan cho khong gian mang Viét Nam, Cuc An toan
thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat va xac dinh c4c may st dung hé diéu hanh Windows ¢6
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kha niang bi anh huéng. Tai thoi diém hién tai chua c6 thong tin ban va cho 15
hong bao mat trén, vi vy dé giam thiéu nguy co tdn céng, Quy don vi thuc hién
bién phap khic phuc theo huéng dan ctia Microsoft (chi tiét tham khao tai phu luc
kém theo).

2. Tang cuong cic cong cu bao vé, cong cu giam sat, phan mém phong
chéng ma doc cho toan bo mdy tinh cia ngudi dung. Hién nay, cong cu Microsoft
Defender Antivirus va Microsoft Defender for Endpoint déu c6 kha ning phat

hién va ngan chan 16 hong nay.

3. Tang cudng giam sat va sin sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia cac co quan chiic nang va cac to chirc 16n vé an toan thong tin dé phat hién

kip thoi cac nguy co tin cong mang.

Trong truong hop can hd tro, Quy don vi lién hé dau méi hd trg ciia Cuc
An toan thdng tin: Trung tdm Giam sat an toan khong gian mang qudc gia
(NCSC), dién thoai: 02432091616, thu dién tir: ncsc(@ais.gov.vn.

Tran trong./.

Noi nhén: CUC TRUONG
- Nhu trén;

- B6 trudng (dé b/c);

- Thir truong Nguyén Huy Diing (dé b/c);
- Cuc A0S, Bo Cong an;

- B6 Tu 1énh 86, Bo Qudc phong;

- Ban Co yéu Chinh phu;

- Cuc trudng;

- Luu: VT, NCSC.
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Phu luc

Thong tin 16 hong bao mat
(Kem theo Cong van so /CATTT-NCSC ngay [/ /2021

cua Cuc An toan thong tin)
1. Thong tin 16 hong bao mat

- Mé ta: L3 hong ton tai trong MSHTML ctia Microsoft Windows, cho phép d6i

tuong tan cong thuc thi ma tir xa.
- Piém CVSS: 8.8 (cao)

- Anh hwéng: cac phién ban Windows 7/8/8.1RT/10, Windows Server
2008/2012/2016/2019/2022.

2. Hwéng din khic phuc

Tai thoi diém hién tai chua c6 thong tin ban va cho 16 hong bao mat, tuy
nhién Microsoft c6 dua ra bién phap khic phuc dé giam thiéu nguy co tin cong
boi 16 hong nay bang cach vo hiéu hoa tat ca cac cai dit ActiveX controls trong
Internet Explorer.

Cac budc thuc hién nhu sau:
Vo hiéu héa ActiveX controls thong qua Group Policy:

Buéc 1: Trong phan cai dit Group Policy, chon Computer Configuration >
Administrative Templates > Windows Components > Internet Explorer > Internet
Control Panel > Security Page

Buwde 2: Dbi voi mdi Zone

1. Chon Zone (Internet Zone, Intranet Zone, Local Machine Zone hoac Trusted
Sites Zone)

2. Nhan dap vao Download signed ActiveX controls va Enable phan policy.
Trong phan tiy chon, nhan véao Disable.

3. Nhén dap vao Download unsigned ActiveX controls va Enable phan policy.
Trong phan tiy chon, nhan véao Disable.

Microsoft khuyén nghi nén ap dung cai dit nay cho tat ca cac khu vuc dé bao vé
toan bo hé théng dang sir dung.

Vo hi¢u héa ActiveX controls thong qua regkey:
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Budéc 1: Dé vo hiéu hoa cai dit ActiveX controls trong Internet Explorer & tit ca

cac zone, hiy dan phan sau vao file text va luu né véi phan mé rong file .reg:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\O]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\1]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\2]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\I
nternet Settings\Zones\3]

"1001"=dword:00000003
"1004"=dword:00000003

Buwdéc 2: Nhan dap vao file .reg dé ap dung né vao Policy hive.
Buéc 3: Khoi dong lai hé thong.
Vo hi¢u héa tinh ning xem trudc trong Windows Explorer

Tat Shell Preview ngdn nguoi diung xem trudce tai lieu trong Windows Explorer.
Thuc hién cac budc nhu sau d61 véi tung tai li¢u mudn ngan chan xem trudc

Budrc 1: Trong Registry Editor, chon registry key phu hop:

Pdi véi tai lieu Word:
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e HKEY_CLASSES ROOT.docx \ ShellEx {8895b1c6-b41f-4clc-a562-

0d564250836f}

e HKEY_CLASSES ROOT.doc \ ShellEx {8895b1c6-b41f-4clc-a562-
0d564250836f}

e HKEY_CLASSES ROOT.docm \ ShellEx {8895b1c6-b41f-4clc-a562-
0d564250836f}

Péi voi file text:

e HKEY_CLASSES ROOT.rtf\ShellEx{8895b1c6-b41f-4clc-a562-

0d564250836f}

Buéc 2: Sao luu 1 ban regkey
Buéc 3: Nhap dip vao Name va trong hop thoai Edit String, hdy x6a Value Data.
Buéc 4: Chon OK.
3. Nguon tham khao
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-40444
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